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Preco?

Hacking vs. Ethical hacking

ISO OSI siet’'ovy referencny model

Niekol’ko tipov na utoky a obranu proti utokom
Backtrack/Kali Linux

Co d’alej?
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Angela Merkel & CeBIT 2014
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Ciel’
Obrana

Testovanie
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1. fyzicka vrstva

Otvorené dvere — fyzicky pristup k hardvéru

Odpocuvanie komunikacie na fyzickom médiu

Bezpecnost’ v budove — opravnenie pristupu

Socialne inzinierstvo
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2. linkova vrstva

Ethernet, WiFi
Ethernet broadcast
ARP poisoning — man in the middle on LAN

Cisco Packet Tracer

Wireshark
Cain & Abel
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_________________________________________________________________ 2. linkova vrstva
Switch(config-if)# switchport mode access
Switch(config-if)# switchport port-security
Switch(config-if)# switchport port-security mac-address sticky

Switch(config-if)# switchport port-security violation shutdown

WiFi access point MAC filter

OS firewall — MAC filter, allow localhost, deny all
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IPv4, IPv6, IPsec
Magic IP

Ping of death
DNS poisoning

Router ACL
OS firewall — iptables
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4. transportna vrstva

Open ports
SSL/TLS

fragment

nmap

iptables
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_________________________________________________________________ 5. relacna vrstva
6. prezentacna vrstva
Password
Hash
Kodovanie znakov, kodovanie jazyka

AJAX, Jquery, XML, SQL
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7. aplikacna vrstva

SNMP

SMTP, POP, IMAP

HTTP & WWW — OWASP, Firefox plugin Hacktool
SMB

NTP

Hackxor, exploit
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Backtrack/Kali Linux

http://www.kali.org

Cim budes tichsie, e

tym viac budes pocut’.

<< KALI'T"LINUX
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_______________________________________________________________________________________________ Co d’alej?
Sprava internetu: neutralita vs. regulacia
Bezpecnost’ internetu: sloboda vs. cenzura
Z.droje
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